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. BBepeHue _

Henw3s oTpumate Toro ¢akra, 9o HHGOPMAIMOHHO-TEICKOMMYHHUKAITMOHHAS CETh
«HTEpHET» BCE TECHEE NPOHMKAET B HAIly C BaMHu >KWU3Hb. [ OJHHUX OH cTal
MCTOYHUKOM 3HAaHWUU, JUISI APYTHX HMCIOJB3YETCS B pabOTe, KTO-TO HAIIEN C TMOMOIIBIO
HNuTepHera apysen, a KTO-TO JaXe CMOT HAJAJUTh CBOIO JIMYHYIO >KU3Hb. BOJIBIIMHCTBY
W3 HAC JIOCTATOYHO CJIOKHO TMPEACTaBUTH JICHb 03 OHJANH-OOIIEHUs C IPY3bsIMH, MPO-
CMOTpa CBEKUX HOBOCTEW WJIA HOBBIX POJIUKOB.

Pazsutne B Poccuiickon @enepauuu, Kak U BO BCEM MHUpPE, JJIEKTPOHHBIX
TEXHOJIOTUM U TENEKOMMYHHUKAIIMOHHBIX CETEH, BceoOIIas MOCTYMHOCTh B IIOOATbHOU
KOMITbIOTEPHOU ceT HTepHET pa3inuHbIX HHPOPMAITMOHHBIX PECYPCOB CIIOCOOCTBOBAJIO
MOSIBJICHUIO MPUHITMITMATIFHO HOBOTO BHJIa HAPYIIEHUS 3aKOHA — KHOEPIPECTYTHOCTH.

KubeprnpecTymHOCTh — He3aKOHHBIE IEUCTBUS, KOTOPHIE OCYIIECTBISIOTCS JIOJbMH,
UCTIOJIB3YIOIIMMU UH(OPMAITMOHHBIE TEXHOJIOTUH ISl PECTYIHBIX IEIEH.

[IpakTka mMOCIEIHUX JIET CBUACTEIBCTBYET 00 YBEIMYEHUM 4YHCIA TaKUX
MIPECTYIUIEHUN.

Haubonee pacnpocTpaHEHHBIMU TPECTYIUIEHUSIMU B cepe KOMIBIOTEPHOU
nHpopMaIuu SIBISIOTCA OJOKHPOBAHHME CAWTOB WM JIOKAIBHBIX KOMIIBIOTEPHBIX CETEH,
HE3aKOHHOE KOMHMPOBaHUE UH(OPMAIUH.

OTBETCTBEHHOCTh 32 COBEPIICHUE KOMIBIOTEPHBIX MPECTYIJICHUN MPEAyCMOTPEHA
maBoil 28 VYronoBHoro kojekca P®, wumenyemonr «llpectymienus B cdepe
KOMITbIOTEPHOU MH(popManum». JlaHHas Ti1aBa COAEPKUT TPH COCTaBa MPECTYIJICHUNH —
CT. 272 (HempaBOMEPHBIM JTOCTYN K KOMITbIOTEpHOW uMH(Opmaruu), cT. 273 (cozmanue,
MCIIOJIb30BAaHUE M PACIPOCTPAHEHUE BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTpaMMm), cT. 274
(HapylleHHEe TIPaBWIJI OSKCILIyaTallMd CPEJICTB XpaHCHHs, OOpaOOTKM WM Mepeladu
KOMITbIOTEPHOU MH(pOpMaIuu 1 MHGOPMAIIMOHHO-TEIEKOMMYHUKAIIUOHHBIX CETEM ).

HenpaBuibHOE MOBEAECHUE B MHTEPHETE MOXKET MPUHECTH BPEA HE TOJIbKO Bam, HO
TaKxke Bammm poHbIM U OJTM3KUM.
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Yrto Takoe MEPCOHAJIBbHBIC TAHHBLIC U TIOYEMY OHH TaK BAXKHbI?

Cornacno @enepanbHoMy 3aK0oHY Ne 152-D3 «O nepcoHanbHBIX JAHHBIX):

Ilepconanvnvie oannvle — n106as ungopmayus, OMHOCAWAACA K NPAMO UIU KOC-
BEHHO ONpPedeleHHOMY Ul ONpeoensemMomy uauieckomy auyy (Cyovekmy nepcoHalbHbIX
OQHHDIX).

T.e. mepcoHanbHBIE NaHHBIE — 3TO WH(OpPMAIH O KOHKPETHOM YE€JIOBEKE. DTO Te
JTaHHBIC, KOTOPBIC MO3BOJISAIOT HAM y3HATh YEJIOBEKAa B TOJINE, UACHTHU(PHUIIMPOBATH WU
OMPENEIUTh KaK KOHKPETHYIO JINYHOCTh. TakuX MACHTU(ULIUPYIOMINX JTaHHBIX OTPOMHOE
MHOXECTBO, K HHUM OTHOCATCA: (amuiusi, UMs, OTYECTBO, JaTa POXKIACHHUS, MECTO
POXKJIEHUS, MECTO >KHUTEIIbCTBA, HOMEpP TeieoHa, aapec IJIEKTPOHHOW MouThl, (HoTo-
rpadusi, BO3pacT H Ip.

[lepcoHanbHbIe JaHHBIE HE CTOUT MyTaTh C JIUYHBIMHU JaHHBIMU. JIMUHbBIE JTaHHbBIE —
ATO BOOOIIE COBOKYITHOCTh BCEX JaHHBIX O mojb3oBarene B Cetu. Hampumep, naHHbie o
reO0JIOKAIlMK, CTATUCTUKA M0 HamOoJiee MoCelaeMbIM HHTEPHET-CTpanuiiaM, Gororpaduu
U T.1.

KoMy Hy’KHBI Ballli ePCOHAIbHbIE JaHHbIe?

80% mpecTyIMHUKOB O€pyT UH(POPMAIIUIO B COIICETSIX.

Jlnunas nHGOpMAIIHS UCTIONB3YETCS JISl KpaXk mapoJiei.

Jlmuras wHOpMAITUS HCIIONB3YETCS ISl COBEPIICHUS TaKWX TMPECTYIUICHUH, Kak
IIAHTaX, BEIMOTaTEILCTBO, OCKOPOJICHHE, KJIEBETA, KUHEIIITUHT, XUIIICHHUE.

OnepaTopsl U WHBIE JIWIA, TTOJYYUBIINE JOCTYN K NMEPCOHATLHBIM JTaHHBIM, 00-
3aHBI HE PACKPBIBATh TPETHUM JIUIIAM M HE PacHpOCTPAHAThH MEPCOHAIBHBIC NaHHBIE 0e3
corJyiacusi CyObeKTa MEPCOHANIBHBIX JIAHHBIX, €CJIM UHOE HE MPEAYCMOTPEHO (efepaibHbIM
3aKOHOM.

CyObeKT mepCcOHANIbHBIX JAHHBIX MPUHUMAET PEIICHHE O TMPEJOCTABICHUH €0
MEPCOHANILHBIX JAHHBIX U JIa€T Corjacue Ha X o0paboTKy CBOOOJHO, CBOECH BOJICH U B
CBOEM MHTEpECE.

O06paboTKa MEePCOHANBHBIX JAHHBIX JOIMYCKACTCS B CIEIYIONIUX CIydasX:

1) oO6paboTka NEPCOHAIBHBIX JdAaHHBIX OCYIIECTBISICTCS C COTJIachs CyOBeKTa
MEPCOHAJIBHBIX JJAHHBIX HAa 00Pa0O0TKY €ro MepCcoOHAIbHBIX IAHHBIX;

2) 00paboTka TEpCOHAIBHBIX JaHHBIX HEOOXOaUMa IS JOCTHDKCHHUS IIeJCH,
NPEAYCMOTPEHHBIX MEXIYHAPOAHBIM AOTOBOpOM Poccuiickon denepanuv Wik 3aKOHOM,
JUISL OCYIISCTBJICHHMSI U BBITIOJHEHHUS BO3JIOKEHHBIX 3aKOHOJATEIbCTBOM Poccuiickoi
®denepannu Ha onieparopa PyHKIUH, TOTHOMOYUN U 00SI3aHHOCTEH;

5) o0OpaboTKa MEPCOHABHBIX JAHHBIX HEOO0XOaMMa ISl MCIOJHEHMs J0T0BOpa,
CTOPOHOM KOTOPOTO JIMOO BBITOJONPHOOpETATENIEM WM TOPYUYUTEIEM [0 KOTOPOMY
SBJISIETCS CYOBEKT TMEpPCOHAIBHBIX JAaHHBIX, a TaKXKe [JIs 3aKJIIOYEHHUs JI0roBopa I0
WHUIIATUBE CYOBEKTa MEPCOHAIBHBIX JAHHBIX WJIU JOTOBOpPA, MO KOTOPOMY CYOBEKT
MIEPCOHANIBHBIX TAHHBIX OYyJIE€T SBIATHCS BBITOJONIPUOOPETATENIEM U TIOPYIHUTEIIEM;



6) 00paboTKa MEePCOHAIBHBIX JAHHBIX HEOOXOMUMA JJIsl 3AIIUTHI KU3HH, 370POBBS
WUIN WHBIX JKU3HCHHO BaKHBIX MHTEPECOB CyOBEKTa MEPCOHATBHBIX JAaHHBIX, €CIIH TIO-
Jy4eHHUE COTJIacHUs CyOhEKTa MePCOHATBHBIX TaHHBIX HEBO3MOXKHO;

7) oOpaboTka TEepCOHANBHBIX JAHHBIX HEOOXOAWMA JIsI OCYIIECTBICHHS IpaB U
3aKOHHBIX WHTEPECOB OIepaTopa WM TPEThUX JIHI] JUOO AJIs JOCTHKCHHS OOIIECTBEHHO
3HAYUMBIX IIeJIeH MpH YCIOBHM, YTO TPU ITOM HE HAPYMIAIOTCS TpaBa U CBOOOIBI
CyOBEKTa MePCOHATBHBIX JTaHHBIX;

11) ocymecTtBisiercss 00pabOTKa NEPCOHATIBHBIX JAHHBIX, MOIJIEKAIIMX OMyOsu-
KOBaHUIO WJIH 00513aTEIbHOMY PACKPBITHIO B COOTBETCTBHUH C (DeIepaTbHBIM 3aKOHOM.

Kak 3aiuTuTh CBOM NEPCOHAJIbHBIE TaHHbIE?

B a0coyifoTHOM OOJIBIIMHCTBE CIIy4aeB Mbl CAMU YKa3bIBAEM CBOU NEPCOHAJIbHBIC
JaHHbIE TP PETUCTpAllMM Ha caiTaX, O(OPMIICHUM 3aKa30B B HHTEpHET-MarasuHax,
3alOJIHEHUU TPOQMIsl B COLMAIBHBIX CETAX WM JIaXKe MPH COCTABJIECHUU MOMCKOBOTO
3amnpoca.

OOpaTtuTe BHUMaHUE, IPOAOIIKAs PETUCTPALIMIO HA JTFOOOM CalTe, Bbl COIIIAIIACTEC
C IIOJIb30BATEIbCKUM COIJIAIICHUEM, CTaBsl «TAJOYKY» IPU 3alOJHEHHWH €ro IOJIEH.
OOBIYHO 3TOr0 JOCTATOYHO, YTOOBI pa3pelliuTh BIAJENbliaM cailTa UCHOJIb30BaTh BBE-
JICHHbIE BaMU JIaHHBIE ITPU pabOTE C €r0 CepBUCAMH.

Takum 00pa3om, NOJIb3YsICh CAUTOM WM YCIYroil, Bbl COrJallaeTech Ha eperayy u
XpaHEHHE BaIlllMX JAHHBIX, OyIb TO JaTa POXKIEHHUSA, HOMEp MOOWMIIBHOTO TeledoHa,
NepenucKka 1 Jro0ble ApPyTrue TaHHbIE JUYHOIO XapakTepa. Bzamen ux o0s3yroTcst XpaHUTh
B KOH()HUIEHIMAJBLHOCTH U HA B KOEM CIlydae He pasrjamarbh TpeTbuM Junam. OJHaKko Ha
JIeJie 3TO He BCerJa Tak — JaJIEKO HE BCErJa CTOPOHA, OTBETCTBEHHAS 32 XPAHEHHUE BAILIUX
MEPCOHAJIBHBIX JIaHHBIX, JTOOPOCOBECTHO BBIMOJHAET CBOM 0OOs3aHHOCTH. Kpome Toro,
HUKTO HE 3alllMIIEH OT B3jI0Ma 0a3 JaHHBIX, COAEPXKAIIUX MEPCOHATBHYIO MH(POPMAIHIO,
WM TIPOCTHIX OMIMOOK M YeJI0BeUeCKOM onpoMeTyuBOCTU. Hampumep, peructpupysch nin
aBTOPH3YSCh HA CAalTE 4epe3 COLMAIBHYIO CETh, BBl Pa3pellacTe CAlTy MOJyYHUTh Balld
JIMYHbIE JTaHHBIE, U TOYHO HEU3BECTHO, KaK OH OyJIeT MMH MOJb30BAThCA. TOUHO TaK K€
ar000W Balll 3BOHOK B MarasuH WIM CajJOH aBTOMAaTMYECKM BHOCHUT Ball HOMep B 0azy
I10JIb30BATENIEN ITOW KOMITAHUH.

CienoBaHue HECKOJbKHMM IPOCTHIM COBETaM BO MHOIOM COKPATHT YIPO3y
HE3aKOHHOI'0 UCIMOJIb30BAHMS BAIIIUX NEPCOHATBbHBIX JAHHBIX:

OrpanuubTe 00BeM HHpOpManuu o cebe, Haxoxsuieiics B Uurepuere. Ynanute
mumHue pororpaduu, BUACo, aapeca, Homepa TeiaedOoHOB, AaTy POXKIACHUS, CBEIACHUS O
POJIHBIX U OM3KHUX U UHYIO JINYHYIO WH(OPMAITHIO.

He otnpasinsgiite Buzneo u ¢potorpaguu JoasiM, ¢ KOTOPHIMUA Bbl TO3HAKOMUIIUCH B
HNuTepHeTe U He 3HaeTe UX B PEajJbHOU JKU3HMU.

OtnpaBisisi KOMy-JIMOO CBOM TEPCOHANbHBIE AaHHBbIE WM KOH(PHUIACHIHATBbHYIO
uHpopmanuio, yoenurech B TOM, UTO aipecaT — IeUCTBUTENIbHO TOT, 32 KOTO ce0s BbIJAET.

[Ipn HeoOXxoauMoOCTU pa3MmelieHus 00bsBieHUs B HHTepHETE BOCHOJb3YHTECH
BPEMEHHOW CUM-KapTOM M BBIAYMAHHbIM HMEHEM. MOXHO TakKe BOCIIOJIb30BaThCS
yciyroit «BTopoit HoMep», KOTOPYIO MPEAOCTaBISIOT HEKOTOPBIC OMepaTOPhl MOOMIEHOMN
CBSI3U. JTa yciyra Mo3BOJSeT NOIKIIOUUTh B «JIMUHOM KaOMHETE» BTOPOH HOMEP TOJIBKO
Ha npueM 3B0HKOB U CMC. 3BOHUTBH C HETO HE MOTYYUTCH.



Hcnonp3ylTe TONBKO CIOKHBIE NAPOJIA, PA3HBIE JUIA Pa3HBIX YYETHBIX 3aIlUCEU U
cepBucoB. llosp30BaTenn, KOTOpBIE HCIONB3YKOT OAMH M TOT K€ Iapojib Uil BCEX
CEPBUCOB, ITPU KOMIIPOMETALUU XOTs ObI OJTHOTO U3 CEPBUCOB MOTYT MOTEPSTH TOCTYI KO
BCEM CBOMM YYETHBIM 3amucsaM. [I0OBTOpHOE HCIIONIB30BaHME IAPOJIEH KAaTErOpUYECKU
3aMpeIIeHO.

PerynsipHo MEHSAITE apoy, )KEIaTeIbHO HE PEKE pa3a B MECHLL.

[To BO3MOXHOCTH HCIOJIB3YHTE ABYX(AKTOPHYIO aBTOPHU3ALMI0 — 3TO METOJ
UIEHTU(UKAIIMKY OJb30BATENS B KAKOM-IH00 cepBuce (Kak mpaBuiio, B IHTepHeTe) npu
MOMOIIIH 3allpoca ayTeHTHU(PUKAITMOHHBIX TAHHBIX JBYX Pa3HbIX TUIIOB, YTO 00ECIIEYNBACT
IBYXCIIOMHYIO, @  3Ha4uT, Oosee  dDPGPEKTHUBHYIO  3alIUTy  aKKayHTa  OT
HECAaHKIIMOHUPOBAHHOTO MPOHUKHOBEHUsA. Ha mpakThke 3TO OOBIYHO BBITTSAUT TakK:
NEepBBIA pyOeX — ATO JOTHH M Mapojb, BTOPOW — CHEIHUAIBHBIN KOJ, MPUXOISAIIMNA 10
CMC nnn 21eKTpOHHOM ITOYTE.

3aBenure cebe aBa ajapeca 3JIEKTPOHHOM MOYTHl — YacTHBIM, AJIA TEPEHUCKU
(mpuBaTHBIA ¥ MaJOU3BECTHBIM, KOTOPBIN Bbl HUKOT/IA HE MyOJIMKyeTe B OOIEA0CTYITHBIX
HCTOYHUKAX) U IMYyOJUYHBIH — JUIS OTKPBITOM naedarenbHocTU ((GOpymMOB, YaTOB M Tak
nanee).

Yro gesiaTh, €CJId Bbl CTAJM KePTBOIl HAPYLIEHHUS] B 00JIaCTH NEPCOHAJIbHBIX
NAHHBIX?

B mepByto ouepenab BaM HEOOXOOUMO OOpPATUTHCS B YIHOJHOMOYEHHBIM OpPraH B
chepe NEepCOHANBHBIX NAaHHBIX — POCKOMHAA30p, a TOYHEE, €ro TEePPUTOPHUAIBHOE
VYmpasiieHue.

B nensx oOOBEKTUBHOTO W TMOJHOIO PACCMOTPEHHsS BaM HEOOXOIUMO YKa3aTh
CIeAYIONYI0 HH(POpMAITHUIO:

1) mepeyeHb MEPCOHANBHBIX JAHHBIX, HEMPABOMEPHO 00pabdaThIBa€MbIX Ha caiiTax B
cetu MHTEpHET;

2) cBeOEHUs O JIOKYMEHTE, YJIOCTOBEPSIOIIEM Ballly JUYHOCTh (KOMHUHU CTPAHMIL
MacropTa), i TMOATBEPXKIACHUS NPUHAIICKHOCTH TEPCOHAIBHBIX JTaHHBIX, HEMpPaBo-
MEpHO pa3MEIEHHbIX Ha cailTax B ceTu MHTEpHET, K BaM Kak K CyObEeKTy EPCOHATbLHBIX
JTAHHBIX;

3) TOUHBIE U JOCTYIIHBIE aJipeca CTPAHUI] CAUTOB (yKa3aTelW CTpaHUIl CAalTOB B
cetu Unrepuer — URL), conepxkaime He3akoHHO oOpabaTbiBaembie (pa3MeniéHHBIC)
MEPCOHAJIbHBIE JIaHHBIE, MO3BOJSIOIINE OCYUIECTBUTh NPOCMOTP JaHHBIX CTpPAHULL
VYrpaBieHueMm, a Takke CHUMKHA SKpaHa C JaHHbIMM CTPaHULAMHU, COJAEpXkalive B cede
noiHel agpec crpanHunbl caiita (URL) u patel myOiuMkanuu TMOCTOB/COOOIICHUH,
COJICpKaIllUX HE3aKOHHO oOpabaThiBaemble (pa3MelIEHHBbIE) MEPCOHANbHBIC JTaHHBIE Ha
TEKYIIM MOMEHT BpEeMEHM (7aTa) U JpPyTHe CBEACHUS, MOJATBEPKIAIOIINE HAPYIICHUS
TpeOOBaHMI 3aKOHOAATENLCTBA B 00JIACTH NEPCOHANIBHBIX JIAHHBIX (BHI€03AMKUCh YKpaHa C
JEUCTBUSAMH, TTO3BOJISIOMUMHE 3a(DUKCUPOBATH HAPYIICHHUS U T.11.);

4) cBeneHUs, YIIOJHOMOYHBAIONINE BAC MPEACTABIATh, MHTEPECHl (DU3UICCKUX JTUIT
(koMU JOBEPEHHOCTEH), MEpCOHAIbHBIC JaHHBIC KOTOPBIX pa3MeIIeHbl Ha calTax (B
Cilydae HapyIIeHHUs X MPaB Kak CyOhEKTOB MEPCOHAIBHBIX IAHHBIX ).

JIONOJIHUTEIbHO CJIeyeT MPeACTABUTD (IIPH HAJIUYUN):



- CBEJEHUS, MOATBEPKAaomue (akT HAMPABICHUS BaMU B aJpec aJMHUHHUCTPAIIH
caiiTa (;anee — oneparop) TpeOoBaHMS 00 YHHUTOKEHHUH BalllUX MEPCOHATBHBIX JAHHBIX C
yKa3aHHEM Ha WX HE3aKOHHOE IMojydeHue (0e3 coryiacus) onepaTtopoM WM C yKa3aHUEM
TOr0, YTO OHHU HE SBJISAIOTCA HEOOXOJMMBIMH JUIsI 3asABJICHHOW IeId OO0pabOTKH
(mpeacTaBisieTcs MPU BO3MOKHOCTH HaIIPaBJICHUS YKa3aHHOTO TPEOOBaHUA);

- OTBET oIepaTopa Ha Balle TpeOoBaHHE 00 YHHUYTOXKCHHUHU BAIUX IMEPCOHATBHBIX
JAHHBIX (PU HAJIUYWN).

Oobpawaem éHumanue Ha mo, YMoO 6ce UMEIOULUECA CEEOCHUSA OO0JIHCHBL OblMb
npeocmaenensl 6 aopec Ynpagienus eOunospemenno!

B cnydae ecnu mo pesynbTaTaMm ImpoBepkH YrpaBiieHHe PockomMHan30pa BBISBUIO
HapyIIeHne, BBIIACTCS Mpeanucanie o0 ero yCTpaHCHHH.

Ecou VYnpasnenne PockomHanzopa HE yBUJIENO HApyIIEHUs, Bbl MOXeTe oOpa-
TUTHCS B LICHTPAJIbHBIN anmapat IaHHOTO BEJIOMCTBA.

[ToMumo 3TOrO, BCE CYOBEKTHI NMEPCOHAIBHBIX JIAHHBIX MMEIOT IIPAaBO Ha 3allUTy
CBOMX TIpaB M 3aKOHHBIX HMHTEPECOB, B TOM UHCJIC HAa BO3MEIICHUE YOBITKOB M (WJIH)
KOMIICHCAIIMIO MOPAJIBHOTO BpeJia B CyAcOHOM TOPSAKE.

OTBETCTBEHHOCTh 3a HAPYIICHHE 3aKOHOJATEJIbCTBA O TNEPCOHAJIBHBIX JAHHBIX
npeaycmarpuBaercss B cooTBercTBUU co cT. 13.11 Komekca o0 aaMuUHUCTpaTHBHBIX
rpaBoHapyueHusx PO.



Kak HeﬁCTBymT MOIICHHUKH

MOILIEHHUKN OY€HB XOPOUIO 3HAIOT IICUXOJIOTHIO JIFOAEH U YMEJO MCIOJIb3YIOT BCIO
JOCTYIIHYIO WH(OpMaInio, BKIOYas Ty, KOTOPYIO >XE€pTBa MOIICHHUYECTBA HEBOJILHO
BBIIAET Tipu oOmeHnu. B opranuzanuu TeneoHHBIX MaxWHAIUN y4aCTBYIOT HECKOJIBKO
npecTynmHUKOB. O4YeHb YacTO B TaKUE TPYMIbI BXOJAT 3J0YMBIINLICHHUKH, OTOBIBAIOIINE
CPOK B UCIIPABUTEIIbHO-TPYIOBBIX YUPEKICHUSX.

MoneHHUKH HCIMOJIB3YHT CJIEeAYIOIue MOTUBLI:

. OECIOKOMCTBO 3a OJU3KUX U 3HAKOMBIX;

= 0€CIOoKOMCTBO 3a CBOM Telae(OHHBIN HOMEp, CUET B OaHKE UM OAHKOBCKYIO KapTy;

. YKEJaHWe BBIUTPATh KPYITHBIN TIPU3;

= JTHO0OTBITCTBO — JKEJIAaHUE TIONYUYUTh TOCTYI K KaKOW-1100 nHbOpMaIlny;

. KEJTaHUEe TIOMOYb OOJIBHBIM JIETSAM WJIHA JIIOJISIM, TOCTPAJAaBIINM OT CTHUXHHHBIX
OeCTBUIA.

CounasibHbIe CETH SBIISIOTCS Kiaze3eM uHbopMaluu Jjisi MOIIeHHUKOB. Pa3merias
JaHHbIE O ceOe Ha CBOMX CTPAHMUYKaX, Mbl HE 3aTyMbIBa€MCSi O TOM, KTO MOXET ATUM
BOCIIOJIb30BaThCsA. MeXay TeM UMEHHO Oarojapsi HaM caMHUM MOIIIEHHUKaM OOBIYHO HE
COCTaBJIICT TPyJa y3HATh HH(POPMAILINIO O POACTBEHHUKAX, KOHTAKTaX, YBICUCHUAX CBOCH
MOTEHIMAJIBHON KE€PTBbl M NPU BHIMAHWUBAHWUU JCHET BHYILIWUTH JOBEPUE 3HAHUEM €€
JIMYHOM KU3HU.

3.2. Buabl uHTepHeT-MOmIeHHUYecTBA. Kak 3ammuTuts ceds?



Haubonee pacmnpocTpaHeHHBIMH BHUIAMU MOIIEHHUYECTBA HA JaHHBIA MOMEHT
SBJISIFOTCSL:

TesedonHoe MOIICHHUYECTBO

CymiecTByrOT Hanbosee pacipoCTpaHEHHBIE CXEMBI TEIC(POHHOTO MOIIICHHUYECTRA.
BapuaHTOB TOTO, KaKk TpenCTaBIT BaM WX MOIICHHUKH, OYE€Hb MHOTO, HO CYTh HE
MEHSIETCS.

Oo6man no Ttenedgony. C Bac MOryT moTpebOBaTh BBIKYIl WM B3ATKy 3a OC-
BOOOXKIEHUE SIKOOBI U3 oTaeneHus nonuuuu win ¢ mecra JITII Bamiero poacTBeHHUKA.
UTo nenath: B 3TOM CiIy4yae IVIaBHOE HE MMAHUKOBATh, IO3BOHUTh CAMOMY POJCTBEHHUKY,
€CJIM HE OTBEYAET, TO MOIBITAThCSI HAWTHU €ro Yepe3 APy3ei U 3HAKOMBIX.

CMC-npocbb6a o nmomomu. TpeGoBaHue mnepeBecTH OMNPENEIEHHYI0 CyMMYy Ha
YKa3aHHBII HOMEpP C MCIOJB30BaHUEM OOpAILEHUS «MaMay, «APYT», «CBIHOK» U T.I. UTO
JenaTh: HE CIEIIUTE MEpPEeBOAUTHh JEHBbIH, YOEAUTECh, YTO B HHUX JEHCTBUTEIBHO
HY’KJIaeTCs Balll POJICTBEHHUK WM 3HAKOMBIH.

Tenedonubiii HoMep-rpaduTenb. [lnaTHeIl HOMEP, 3a 3BOHOK HAa KOTOPBIA CO
Cc4Y€Ta CHUCBHIBACTCS JACHEXKHAsi cyMMa. UTO Aenarh: HE NMEPE3BAHMBANTE HA HE3HAKOMBIC
unu npeayoxennsie B CMC-coo01eHusix HoMepa tene(oHoB.

Beiurpsimn B J10TEpee, KOTOPYH $IKOObI NPOBOAUT PAAUOCTAHUMA WJIH
omeparTop cBsi3W. Bac MOryT monpocCUTh OIUIATUTH IMOLUIMHY, HAJIOT U T.I., IEPEBECTU
CYMMY Ha OIpene’aEHHbIN CUET, COOOINTh NpUIIeIni Ha Teineon koa. Uto nenarsb: He
CHEIINTE MEepPEeBOAUTh JACHBIM WIM COOOIIATh Kakue-TMOO JaHHbIE IO TeJIe(oHY.
[lo3BoHUTE 1O OQUIMAIBHBIM HOMEpaM (yKa3aHHbIM B CIPAaBOYHHMKAX, Ha calTax)
KOMIIaHUM — OpraHu3aTropa JOTEepeH WM KOHKypca, yOeauTech B TOM, YTO Bac HeE
00OMaHBIBAIOT.

IITpajgHble cCAaHKIMU M Yrpo3a OTKJ/IOYEHUS] HOMepa SKOObl 3a HapylIeHHUE
JIOTOBOpA C OMEpaTopoM Baliei MOOMIbHOUM CBsi3U. UTO JeiaTh: MO3BOHUTE CaMU CBOEMY
orneparopy no opUIHATILHOMY HOMEPY, YTOUHUTE HH(DOPMALHIO.

Omubounblii mepeBoa cpeacTB. Bac mompocsaT mepeBecTd SKOObI OLIMOOYHO
MIEpEBENEHHBIE CPEACTBA, a 3aTE€M JIONMOJHUTEIBHO CHUMYT JeHbId. YTO pgenars:
UTHOPUPYUTE TOO0HBIE COOOIICHUS WK (€CIU 3TO TeJIe(POHHBIN pa3roBOp) MOCOBETYHUTE
JUTsl BO3BpaTa OLIMOOYHO MEepEeBEIEHHON CyMMBbI 00OPAaTUTHCS K ONEPaTOPy CBSI3H.

MoueHHn4eCTBO ¢ 0AaHKOBCKUMH KapTaM#

Hauoosee nonyJisipabie cnoco0bl MOIIEHHNY€CTBA ¢ 0aHKOBCKUMH KAPTAMM:

CMC-coobmienre o0 OJIOKMPOBKE OaHKOBCKOW KapThl, O HECAaHKLIHOHUPOBAHHOM
JIBWKEHUU JCHEXKHBIX cpeactB, cMeHe [IMH-kona, okoHUaHuM Cpoka AEWCTBUS KAPThI U
T.J. C Tp€OOBaHUEM MEPEUTH O CCHUIKE UM IEPE3BOHUTH MO YKa3aHHOMY TenedoHy.

TenepoHHbli 3BOHOK «pabOTHUKA OaHKa», MOTEHIMAIBHOIO «IOKYHATEIs» C
MPEAJIOKEHUEM MPOUTH K OmkaiiieMy OaHKOMAaTy W COBEPIIWTh MaHUIYJALMH C
0aHKOBCKOM KapTOW BO M30€KaHNE KaKUX-TUOO MOCIECTBUM, BHECEHHS aBaHCa U T.II.

JUIsi COXPaHHOCTH BallUX CPEACTB cO0JII0JaliTe OCHOBHBbIE NMpaBuia Oe3omac-
HOCTH:

Huxomy He coobmiaiite cBoit [IMH-kox, naxxe pabotHukam Oanka. He BBOauTe
[TNH-kox ipu pabote B cetu HTEpHET, OH MOKET MOTPEOOBATHCS TOJIBKO MOIIIEHHUKAM.



CMC-coo0mieHnus 1o MPOBOAUMBIM OIEpanusM 1Mo OaHKOBCKMM KapTaM pac-
CBUIAIOTCS C ONpeneNEHHbIX KOpoTkux HoMepoB (Coepbank — 900). [Ins cBsizu ¢ 6aHKOM
HE0OXO0IUMO MCMOJIB30BaTh O(pUIMaIbHble HOMepa KOHTaKTHOTO 1IEHTpa, yKa3aHHbIE Ha
6ankoBckoi kapre. Eciiu B CMC-coo0b1iennu 0 6JJ0OKUPOBKE KapThl, IBMYKEHUH JIEHEKHBIX
CpPEICTB yKa3aH Jpyrod HoOMep, MO KOTOPOMY IIpeajiaraercsi MO3BOHUTH, TO 3TO
MOIIIEHHUKH.

B cinydae BO3HUKHOBEHHs TpoOieM y OaHKoMara, HE MPUHUMANWTE TOMOIIb
MOCTOPOHHUX, MO3BOHUTE B KOHTakTHBIN 1eHTp OaHKa MO TeleoHy, yKa3aHHOMY Ha
O6aHkKoMare.

Ecnu x BaM oOparunuce no tenedony, B IHTepHeTe, yepe3 colManbHble CETH WU
APYTUMHU CIIOCOOAMH U MOJ] Pa3IMYHBIMU MPEIOTaMH MBITAIOTCS y3HAThH JaHHbBIE O Ballleh
0aHKOBCKOM KapTe (HOMEp KapThl, TPEX3HAYHBINA KOJ] HA OOOPOTHOM CTOPOHE KapThl), KO/,
NpUIIEAIINNA Ha Ball MOOWIBHBIN TenedoH, MNapojud WM JAPYTYI MNEPCOHAIbHYIO
uH(popMaLnio, OyJbTE OCTOPOKHBI, ’TO MOILIEHHUKH.

[Ipu tenedponHOM OOIIEHMM HE COBEpIIATe HUKAKUX ACUCTBUN y OaHKOMara 1o
WHCTPYKIIUU «pabOTHUKOB OaHKa», €CIU TOJBKO JTaHHBINA 3BOHOK HE ObLJI MHUIMUPOBAH
JUYHO BAMH.

He nepexoaute no ccbuikam B CMC-coo01ieHusx.

[Ipu mnonyuenun CMC-cooOleHU O CHSITHH JEHEXHBIX CpPEJICTB C BaIlel
0aHKOBCKOM KapThl HEMEIJIEHHO oOpaliaitech B 0aHK, OJIOKUPYHUTE KapTy.

MounieHHHYeCTBO B CoOMHUAJBbHBIX CETHX

MoOIIIEHHUKN aKTHUBHO IMOJIB3YIOTCA COOUAJIIBHBIMU CCTAMH W PA3JIMYHBIMH CCPBHU-
caMH O6IHGHI/I$I, HaIIpuMcEp, calTaMy 3HaKOMCTB.

HonyasipHbIe C1IOCOOBI MOILICHHUYECTBA:

PacnpocTpaHenne CCbLIOK HAa BpPeIOHOCHOe TMPOrpaMMHOe olecriedeHue,
nopHorpaguyeckue caiTbl, MOLLIEHHUYECKHUE pecypchl U npuioxkenus. [lons3oBarenu
COIMAJIBHBIX CETeM YacTO CTAJIKUBAIOTCS CO CIIAMOM, KOTOPBIM TPUXOAUT K HUM B
«JTMYHBIE COOOIICHUS» OT HMMEHH <«JApy3ei» WM HE3HAKOMBIX IMOJIb30BaTelIe. D10
O3HAYaeT, 4YTO AaKKAayHTBl JTUX JIOACH B3MoMaHbl. Kax npasuno, ccwvliku 6 makux
COOOUWIEHUSX CONPOBONCOAIOMCST 3A6NEKAIOWUM MeKCmoM, Hanpumep: «Buodera meou
Gpomo, s maxozo He odxcudana, nocmompu cam!l..», «B osmoti 6aze OanHbIX ecmb BCs
ungopmayusi Ha 1106020 uyenogekay u m.n. UTo Nenate: HUKo20a He nepexooume NO
NOOO3PUMENILHBIM CCLIKAM. [[151 0ocmyna 6 coyuanbHylo cemv UCnOonb3ytme YHUKATbHbLU
naponb: OH O0AMCeH Oblmb ONUHHBLIM, COCMOAMb U3 Yugp u aamurHckux Oyke. Jlyuwe
UCNONIL308aMb pA3HbIE NAPONIU O/ PA3HLIX COYUANbHBIX cemeli U Opyeux WHTEpHET-
cepBUCOB. He noodasatimecs nHa

APpU3bI8 KO20-MO U3 «AOMUHUCMPAYUY CAUMAy COOOWUmMb 8aul 102UH U NAPOIL HOO
Kakum-au6o npeonozom. Peeynapno MEHSWTE Mapoyib OT COIMATILHON CeTH (XOTs ObI pa3 B
MECSII); OCTEPETalTeCh MOIIICHHUYECKUX CAMTOB C MMOX0XKUMU IO HATTMCAHUIO HA3BAaHUSIMU
(vkontahte.ru, vkOntalkte.ru u T.7.). OTH «pUIIMHTOBBIC» CTPAHUIIBI PACCUYUTAHBI HA
HEBHMMATEJIBHOCTh U HAa TO, YTO BBl CaMM TPEIOCTABUTE MOIIECHHUKAM CBOW JIOTUH H
napob.

[1 3HakoMble He3HAKOMIIbI. B COIManbHBIX CETAX M Ha calTaX 3HAKOMCTB MO-
IIICHHUKHA CO3JIal0T CTPAHUIIGI, T/I€ YKa3bIBAIOTCSA JaHHBIC W pa3Mmemniarorcs (ororpadum



BBIMBIIIJIEHHBIX JtoJield. C MOMOIIBIO ATUX CTPAHUIl OHU 3HAKOMSITCS C JAPYTHMMU
nosb3oBaressiMu  caiita. Co BPEMEHEM MOIIEHHUKH BXOASIT B JOBEpHUE, MPEIIAraroT
nepeit cobeceqHUKY Ha OoJiee «OnM3KOe» OOIEHWE M OCTABISIIOT CBOW HOMEpP
tenedona. CaMpiM 0€300MIHBIM TMOCIEACTBHEM TaKoro oOIieHus OyJIeT To, YTO HOMEp
OKaKETCS TUIATHBIM U C BaIIeTo CUYETA CIUIITYTCS ICHbIU.

] IIpocb0ObI 0 (PMHAHCOBOI MOMOIIM, 0JIATOTBOPUTEIbLHbIE AKINH. MOIIICHHUKN
4acTO HCIOJIB3YIOT TaKuhe IMOBOJBI, MOITOMY, MPEXJe YeM MEePEeBECTH JEHbIU s
moMoIy, yOeauTech, 4TO Bac He oOmaHbBatoT. OOpaTWTe BHUMAaHHE Ha HAIHYNC
HECKOJBKMX KOHTAKTOB (TelaedOHBI, 3JEKTPOHHAS IM0YTa, CTPAHWYKH B COIMAJIBHBIX
CETAX), HAJTMYKE TOATBEPKIAIOUIUX TOKYMEHTOB.

MomnieHHH4YeCTBO HA caiiTax 0eCIUIaTHBIX 00bABJIEHU

Pa3menias oObsiBNIEHUS, WIM TOKYyIas 4YTO-TMOO Ha caiTax OecIUIaTHBIX OObBSB-
neHud (Hanpumep, «ABUTO»), OyJIbTE€ BHUMATEIbHBI U OCTOPOXKHBI, TaK KaK MOIIIEHHHUKHU
OYEHb YaCTO MCHONB3YIOT MX Juisi oOMaHa. I[lpomaBast 4TO-TO, BBI KEJaeTe MOJIYUUTH
MpUOBLIb, HO, CTOJIKHYBILIKUCH C MOIIICHHUKAMH, MOKETE MOTEPSATh BCE CBOU COEPEIKEHUS.

Kak Bac moryr o00MaHyThb:

Omiara wiam mpenomiara 3a Bam ToBap. O4eHb 4YacTO 3aMHTEPECOBAHHBIE
MOKyNaTeJM MpeJiaraloT MPOU3BECTH OIUIaTy (€ciu cymMMa HE3HAuuTelIbHas) WU
MpeaoIIaTy 3a Ball TOBap, HO CAENAaTh 3TO MOTYT MO KaKUM-JTMOO MpUYMHAM TOJIBKO Ha
0aHKOBCKYIO KapTy (HaxXoisTcs B JPYroM TOpOJie, HET HAJIWYHBIX JIEHET, JCHBI'M Ha
pPacu€THOM CYETYy U T.M.), HO MPU ATOM TPEOYIOT COOOIIUTH HE TOJIHLKO HOMEP KapThl U
®UO (6ospLie 11l IEpEeBOIa HUYEro He TpeOyeTcsi), HO U Apyrue nanuble. [lomHuTe, 4TO
€CJIM Bac MPOCAT COOOIIMTh MNPHUILEAIIHNI Ha Teae@oH KOA, MPOWTH K OaHKOMAary u
COBEPIIUTh KaKHWe-TO JAEHUCTBUS, BCTABUB Ballly KapTy (4TOObI, HarpuMep, MOJATBEPIUTH
MPOXOXKJEHUE TUIaTeXa), COOOIIUTh CPOK JEHCTBUS KapThl M TPEX3HAUHBIM KOJA Ha
000OpOTHON CTOpPOHE, TO ATO MOIIEHHUKU. IIpekpaiaiiTe KOHTAaKTbl C TaKUMHU
«TOKYTIATENSIMUY» |, €CJIM YCIIEIN COOOIUTh KaKhe-TO JaHHbIe, HEMEIJICHHO OJIOKUPYNUTE
0aHKOBCKYIO KapTy, TO3BOHUB 10 YKa3aHHOMY Ha Hel HoMepy TesedoHa.

IIpenoniara 3a mokynaemblii ToBap. [lokynas uro-nmnb6o, OynbTe OCTOPOXKHBI,
€CJIM Bac MpOCAT MPOU3BECTH TMpeAomiary. BrioaHe BO3MOXKHO, YTO TIOJIY4YUB €€,
«MpOJaBeI MEPECTAHET OTBEYATh HA BAIIIM 3BOHKHU.

CMC-coobuienns co ccbliikoil. Ha HoMep, KOTOpHIi BbI yKa3ainu mpH My OIuKaiuu
OOBSBIICHUS O TIPOJIAXKE WM >KEJIaHWW 4YTO-THMO0 KymuTh, MOxeT mpuith CMC-
COOOIIIEHHE C MPEIJIOKEHHEM ToBapa, OOMEHAa W CChUIKOM Ha 3TOT ToBap. Eciu B
nepenére Mo CChUIKe, TO 3arpy3uTe Ha CBOM Telie)OoH BPEAOHOCHOE MPOTPaMMHOE
obecrnieueHue, KOTOPOe MO3BOJUT MOUICHHUKAM IMOJYYUTh JOCTYII K BalllUM OaHKOBCKUM
KapTam.

ByabTe 0CTOpPOKHBI, €CJIM BaM NpeaiaraiT:

. Ha3BaTh HOMEp OaHKOBCKOW KapThl, TPEX3HAYHBIA KOJ HAa OOOPOTHOW CTOpPOHE
kaptel, [IMH-kox;

= IPOM3BECTH MAaHUMYJISIIUU C OAHKOBCKOM KapToil y OaHKOMATa;

. COOOIIMTH MPUILIEAIINNA HA TETEPOH KO

. NEePEBECTU CYyMMY JIEHET (aBaHC, 3aJ10T, MOLUIMHA, HAJIOT, OIIMO0YHO MepeBeIEHHbBIN

IJIaTexX U T.1);



. nepeiitu no cceuike B Mutepuere, B CMC- min MMC-coobiienuu Ha cMapTQOHE;

= MO3BOHUTH 10 YkazaHHOMY B CMC-coobuiennu HoMepy TenedoHa;
= OTMPABUThH Balll HOMEp Tene]oHa;

= otnpasuth CMC-coo01iieHre Ha KOPOTKUI HOMeEp;

= Ha3BaTh MapOJIM OT BAIIUX JIMYHBIX CTPAHUYEK B COLIMAIIBHBIX CETSX.

1. CoBeTbl 10 6€30NACHOCTH PadoTe B 001IeT0CTYHBIX ceTsax Wi-fi:

. He mepenasaiite cBoro JIMYHYIO WHpOpMaInio depe3 odrienoctynHbie Wi-Fi
cetu. PaGoTtas B HHX, KelnaTelIbHO HE BBOJAMTH MAPOJM JOCTYMA, JIOTUHBI U KaKHE-TO
HOMEDA;

= Hcnonb3yiiTe 1 OOHOBISIITE aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. Tem
caMbIM Brl 006e3omacute cedst OT 3aKa4Ku BUPYca Ha YCTPOUCTBO;

= [Tpu ucnonw3oBanun Wi-Fi otkimounTte dynkiuo «OO0muii 1octyn K gaiaam

u mnpuHtepam». JlaHHas (QYHKUMA 3aKpblTa 10 YMOJIYAaHHUIO, OJHAKO HEKOTOpbIE
M0JIb30BATEIHN aKTUBUPYIOT €€ sl yA00CTBa MCIIOIb30BaHMs B paboTe Win yueoe;

. He wucnons3yiite nyOnmunsii WI-FI ni1s mepemaum JWYHBIX  JTaHHBIX,
HanpuMep IS BbIX0/a B COLMAIIBHBIE CETU WJIA B JIEKTPOHHYIO MTOYTY;
. Ucnonp3yiite Tonbko 3amuiieHHoe coeaqunenne yepe3 HTTPS, a ne HTTP,

T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;



. B moOumsHOM Tenedone otkimounte ¢GyHkumoo «lloakmouenne xk Wi-Fi
aBTOMaTHuecKn». He nomyckaiiTe aBTOMaTHYECKOTO MOIKIIOUEHUS] YCTPOUCTBA K CETAM
Wi-Fi 6e3 Barero cornacusl.

2. OcHogHble cogembl O 0€30NACHOCIU 8 COUUAILHBIX CEMAX:

. OrpanunubTe CrUCOK apy3eil. Y Bac B Apy3bsiX HE JOJKHO ObITh CIIyYailHBIX U
HE3HAKOMBIX JIIO/ICH;
. 3amuiaiTe CBOI YacTHYIO Ku3Hb. He ykaspiBaiiTe maposu, TenegoHBbI,

azpeca, aTy TBOErO POXKACHUS U APYIyH JUYHYI0 HUH(OpMALUIO. 3JO0YMBIIUICHHUKH
MOTYT MCIOJIb30BaTh Jake WH(opmaIimioo o ToM, Kak Bel u Bamm pogutenu miuaHupyere
IIPOBECTH JIOCYT;

. Ecnun Bel roBopute € JIIOABMH, KOTOPBIX HE 3HAETE, HE HCIOJIB3YWTE CBOE
peaibHOE UMS U JIPYTYIO JINYHYIO UHGOPMAIIMU: UMS, MECTO )KUTEIbCTBA, MECTO Y4eObl U
npoyee;

. N3beraiite pazmenienus: portorpaduii B Iutepuere, rae Bol n300paxeHsl Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIIpe/IenTh Baiie MecTononoxeHue;

- [Ipu peructpauuu B COIMAIBHON CETH HEOOXOAMMO HCIOIb30BaTh CJIOKHBIE
NapoJx, COCTOSIIIME U3 OYKB U LIM(P U C KOJUUECTBOM 3HAKOB HE MEHee §;

- JUis colMalibHOM CeTH, OUTHl U JPYTUX CAaTOB HEOOXOIMMO HMCIOIb30BaTh

pazHble maposid. Torma ecim Bac B3ioMaroT, TO 3JIOYMBIINIJIEHHUKH IOJIy4aT AOCTYI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.
3. OcHosHble coéembl NO 0€30NACHOIL padome ¢ INEKMPOHHLIMU OCHb2AMU:

. [IpuBsxuTe K cueTy MOOMIBHBINA TeIePOH. ITO caMblil YAOOHBIN U OBICTPBIN
CIoco0 BOCCTAHOBHUTH JOCTYI K cueTy. [IpuBsa3aHHbI TeaedOoH MOMOXKET, eciiu 3a0ynere
CBOM MIATEKHBIA MapOJib WM 3aiAETE HA CAalUT C HE3HAKOMOTO YCTPOMCTBA;

. Ucnonw3yii opHopa3zoBeie maponu. llocne mnepexoma Ha  YyCUIEHHYIO
apropu3anuio Bam yxe He Oyaer yrpoxkaTb ONACHOCTb Kpa)XXu WM IepexBaTa
MIJIATEXKHOTO MapOJIs;

o BriGepute cioxHblii mapons. [Ipectymuukam OyneT He MPOCTO yrajaaTh
CJIOXKHBIN maposb. HaznexxHbple mapoiaum — 3TO MAapoJId, KOTOPHIE COJIEpkKaT HE MEHee &
3HAKOB M BKJIIOYAIOT B C€0S CTPOYHBIC M TMPOMUCHBIE OYKBBI, MUQPPHI MU HECKOIBKO
CUMBOJIOB, TaKM€ KakK 3HaK Jojuiapa, yHTa, BOCKIUIATEIbHBIA 3HAK U T.1. Hampumep,

StRONg!;;
. He BBOAMTE CBOM IMYHBIE TaHHBIE HA CalTaX, KOTOPBIM HE JOBEPSETE.
4. OcHnognvle cosembvl no 6e3onacnoil padome ¢ 1eKMPOHHON NOUMOUL:
. Hano BbIOpaTh npaBUIIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIN

BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OHAKO JIYUIIIEe I0BEPSATH TEM, KOrO 3HAETE U KTO
IIEPBBIN B PEUTUHTE;

= He ykaspiBaiiTe B IMYHOM mouTe JUUHYIO MHpopmaruio. Hanpumep, maydiie
BBIOPATH «MY3bIKaJIbHBIN _(paHaT@» mim «pok2013» Bmecto «remal3dy;

. Hcnonp3yiiTe ABYX3TalHYI0 aBTOPU3ALMIO. DTO KOrjga IMOMHUMO MapoJs
HY>KHO BBOJUTH KOJI, IpUChUIaeMbIil o SMS;

= BriGepute cnoxxubii mapoib. s Kaxaoro mo4ToBOro SuKa J0JDKEH ObITh
CBOM HAJIC)KHBIN, YCTOMYMBBIN K B3JIOMY M1apOJIb;

= Ecmn ecTtp BO3MOXHOCTH HamMcaTb CamMOMY CBOM JIMYHBIM BOIIPOC,

HCHOHB3YI>'ITC 9TY BO3MOKHOCTD,



. Hcnonp3yliTe HECKOJBKO TOYTOBBIX SAIMMKOB. IlepBbId 111  4acTHOU
NEPENMUCKU € agpecaramM, KOTOpeIM Bbl moBepsere. DTO 3JIEKTPOHHBIA ajgpec HE Halo
UCIOJIb30BaTh IPU PETUCTPALlUU Ha (popyMax U calTax;

. He otkpeiBaiiTe ¢aiiabl U JIpyrue BIOXKEHHS B MUCbMAax Ja)ke €ClId OHU
npunu ot Bammx npy3eit. Jlydiie yTouHUTE Y HUX, OTIPABIISIIN JIM OHU Bam 3Tu ¢aiiisr;
. [Tocne oxoH4aHust pabOTHI HAa TOYTOBOM CEPBHUCE MEPE]l 3aKPhITUEM BKJIAJKU

C caliToM He 3a0y/IbTe HaXKaTh Ha « BBIATIY.

5. Ocnognvie cosemul no 60pvoe ¢ huwiunzom (uHmepHem-MoOUIeHHUYECMEa):

. Cnenure 3a cBoMM akkayHTOM. Ecium Thl mojo3peBaeiiib, uTo Baiia ankera
OblTa B3JIOMaHa, TO HEOOXOIWMO 3a0JIOKMPOBATh €€ W COOOIHUTHh aIMUHUCTpPATOpaM
pecypca 00 3TOM KaKk MOXHO CKOPEE;

" Ucnonp3yiiTe 6e3o0macHbie BeO-CaiThl, B TOM YHKCIIC, HHTEPHET-MAra3uHoB U
ITOUCKOBBIX CHCTEM;
= Hcnonw3yiiTe crnokHble W pas3Hble mapoiau. Takum oOpaszoMm, eciu Bac

B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH OJIy4aT JOCTYH TOJBKO K oAHOMY Bamemy npoduiio B
CETH, a HE KO BCEM;

. Ecnu Bac B3nomanu, To He0OX0IMMO MPEAYNPENNUTh BCEX CBOUX 3HAKOMBIX,
KOTOphIe f00aBieHbl y Bac B npy3bsx, o ToM, uto Bac B3nomanu 1, BO3MOXHO, OoT Bamiero
MMEHHU OYJIeT PacChlIaThCs CIlaM U CChUIKM Ha (PUIIIMHTOBBIE CANTHI;

= YcranoBute HaaexkHbIN apoib (PIN) Ha MOOWIBHBIN TenedoH;

. OTkirounTe COXpaHEeHue napoJs B Opaysepe;

6. Ocnoenvie cosemwvl no 3aujume yugpoeoit penymayuu (HecamueHas uIU
nozumuenan ungopmayus é cemu o Bac):

. [Togymaiite, npexae yeM 4To-TO MyOJMKOBaTh U nepefaBath y Bac B Onore
WJIM B COLIMAJILHOM CETH;

. B nacTpoiikax npoduisi yCTaHOBHTE OrpaHMuYEHHs Ha TpocMoTp Bamero
npoduiIs ¥ ero CoAEP>KUMOTr0, CAETANTe ero TOJIBKO «UIsl IpYy3ei»;

o He pa3mMemaiite n He yka3biBaiiTe HHGOPMAIINIO, KOTOPas MOXKET KOTo-JIn0o
OCKOPOJISITH MM OOMKATh.

CoOurogaiiTe npaBua:

. HOMHI/ITC, 4YTO B BUPTyaJIbHOM IIPOCTPAHCTBC OTBETCTBCHHOCTH HACTYIIACT I1O
pE€ajIbHbIM 3aKOHAM;
. VBaXuTeIbHO U I[O6pOCOB€CTHO OTHOCHUTCCH K IPYI'YM I10JIb30BAaTCIISAAM CCTHU

HNnTepHer.



30ECb BAM NMOMOryT!

depepanbHasa cnykba no Haa3opy B chepe cBA3N, MHPOPMALUOHHbBIX TEXHO/IOTUA U
MaccoBbIX KOMMYHUKaumii (PockomHag3op):

Yunpasiaenune Pockomuanzopa no Boarorpaackoii odsiactu u Pecnyosuke Kaambikus

[To oOpaieHnsIM, OTHOCUTENIBHO AESITENbHOCTH MOIIEHHHYECKUX VHTepHET-pecypcos,
CO3JIaHHsI UCIIOJIB30BAHUS U PACIIPOCTPAHEHUS BPEJOHOCHOTO IPOTPAMMHOTO
oOecrnevyeHust, HePaBOMEPHOI0 JOCTYIA K KOMIIbIOTEPHOUM HH(OpMAILNH, XUILEHUSM,
COBEPUICHHBIM C MCTIOJIb30BAaHUEM IOAIEIbHBIX 0AHKOBCKUX KapT, JJIEKTPOHHBIX
MJIATEKHBIX CHCTEM U CUCTEM JUCTAHIIMOHHOTO 0AHKOBCKOTO OOCITYKHBaHUS
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